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Confusing market: DLP/CMF/CMP

DLP:
Data Loss Prevention/Protection
Data Leak Prevention/Protection 

ILP:
Information Loss 

Prevention/Protection 
Information Leak 

Prevention/Protection 

Extrusion Prevention 

CMF: Content Monitoring and 
Filtering 

CMP: Content Monitoring and 
Protection 

Data protection 
Identity and access management
Compliance management
Threat and vulnerability mitigation
Secure application architecture
Secure Messaging and Collaboration
Patch management
Legacy platform migration

76%
68%
58%
57%
54%
52%
40%
21%

CSO Summit 2007
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Vendors: Who are we talking about?

http://www.surfcontrol.com/
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Near paperless: Do you know where your data is?

Phase 1: email only

FRCP (Federal Rules of Civil Procedure)
ESI (Electronic Stored Information)

Phase 2: Data in motion (network)
IM, FTP, HTTP, TCP/IP

Phase 3: Data at rest
(discovery/storage/endpoint)
analysis of static, stored data, integration with 
document management systems / endpoint 
agents

Phase 4: Data in use (users’ device/endpoint)
all channels (network interface, OS, applications)
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Databases

Transaction 

Applications

Data At Rest
• Data classification
• Device control
• Content control
• Application control 

Transaction Data
• Direct Database Access
• Access via Applications

• Web applications
• Web services

Data Storage 

(SAN and NAS)
Servers,

Endpoints

Communication

Channels

Data In Motion
• Outgoing communications
• Internal communications
• Databases and documents
• Monitoring and enforcement

Employees
(Honest & Rogue)

Customers
& Criminals

Accidental, 
Intentional and 
Malicious Leaks

Employees
(Honest & Rogue)

Employees
(Honest & Rogue)

DLP landscape
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Data at Rest Data in Motion Data in Use

Secure Transport/DeliverySecure Transport/Delivery
SSL, SSL, PostxPostx, PGP, PGP

Public Key Infrastructure (PKI)Public Key Infrastructure (PKI)
Entrust, PGP, VoltageEntrust, PGP, Voltage

Enterprise Content Management Enterprise Content Management 
(ECM)(ECM)

DCTM, DCTM, LiveLinkLiveLink, SharePoint, SharePoint

Content Filtering and Monitoring (CMF)Content Filtering and Monitoring (CMF)
VericeptVericept, , VontuVontu, , OrchestriaOrchestria, , VerdasysVerdasys

Enterprise Rights Management (ERM)Enterprise Rights Management (ERM)
Adobe, EMC, Microsoft, OracleAdobe, EMC, Microsoft, Oracle
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Full Disk Encryption (FDE)Full Disk Encryption (FDE)
EFS, EFS, PointsecPointsec

Network Security ToolsNetwork Security Tools
Firewalls, Firewalls, VPNsVPNs, , ACLsACLs

DLP category

Mobile Data ProtectionMobile Data Protection
UtimacoUtimaco, , PointSecPointSec, , SafebootSafeboot
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M & A 
Financial Data
Customer Data

Intellectual Property
Regulatory Compliance

Business Critical Detect & Block

Business Process Log / Quarantine / Re-route 
for encryption

Price Lists
Purchase Orders

Employment Offers
Customer contracts
Customer proposals

Sales & Marketing Data
Statutory Reporting Data

Business Productivity Monitor trends 
Sales activity

Webmail traffic
Popular Web-sites

eMail to competitors
Competitive web sites

Transmission of resume

DLP hierarchy
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8

Typical policy

Derogatory comments to public blog

Review 30 days  external communications 
prior to departure of key employee

Chat earnings 3 hours before public release

by “score”, basically the # of private terms 
in messages, e.g. Patient Name + X-ray

transaction anomaly detection (TAD)
Geo-location, suspicious access patterns

“Protect any credit card numbers” vs
“Protect all 1 million credit card numbers”

Customer database elements:
Name
Date_of_birth
Social_security_number
Credit_card_number
Account_number

“If (SMTP or HTTP or FTP) contains more than 4 occurrences of Name and (Social_security_number or 
Credit_card_number or Account_number) then log the incident, block the transmission and retain a 
copy of the message.”
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Case Management

ID time policy channel severity User action Status

638 1324 PII HTTP 1 192.168.0
.3

None Closed

639 1432 HIPAA IM 2 Apatel Notified Assigned

640 1502 R&D USB 4 Hjordan Notified Assigned

641 1512 Financial Storage 4 Msmith Encrypt Escalated

642 1630 Source 
code

Cut/paste 12 mlui Confirm Open
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